MamsaTka ana B3pocnbix
«be3onacHbIn UHTepHeT»

YBaxaemble poautenu! Eciu Bamm netn monb3yrores cetbio «MHTEpHET», BBI, 6€3
COMHEHHs, OECIOKOMTECh O TOM, KakK yOepeub WX OT HEMPHUIATHOCTEH, KOTOpPhIE MOTYT
MOJICTEpEraTh BO «BCEMUPHOW MAyTHHE». 3HAYUTEIBHOE PACHpPOCTPaHEHUE MATEPHAIOB B
cetu «/IHTEpHET», MPETHA3HAYEHHBIX TOJBKO IS B3POCIBIX WM HEIPUEMIIEMBIX Ul JETEU
M0 KaKoi-mubo APyroil MpuurHe, MOXKET JIETKO MPUBECTH K HETATUBHBIM MOCIIECTBUSIM.

B Hacrosiee BpeMsi CUTyalusi CKJIQJbIBAE€TCS TAKHUM 00pa3oM, 4TO KaKIblil peOEHOK,
BBIXO/AIIUN B ceTh «MIHTEpHET», MOXKET MPOCMaTPUBATh JHOObIE MaTEpUaibl. A 3TO HaCUIINUE,
nopHorpadus, CTpaHMIbl, MNOATAIKUBAIOIINE MOJIOACKb K CaMOyOMHCTBaM, aHOPEKCHU
(oTKa3 OT mpueMa MuiIK), yOulcTBaM, CTPaHULbl C HALMOHAIMCTUUECKOMN, IKCTPEMUCTCKOMN U
OTKPOBEHHO (DalIMCTCKOW MEO0JIoruel 1 MHOroe apyroe. Yacrto ObIBaeT Tak, 4YTO MPOCMOTP
Takol MH(pOpMalUu Jake HE 3aBUCUT OT peOeHKa, BE€Jb Ha MHOTUX caliTax OTOOpaxaroTcs
«BCILIBIBAIOIINE OKHA», COJIEPrKallie HETaTUBHYIO AJI1 HECOBEPILIEHHOJETHUX UH(OpMalHIo,
qale BCEro NOpHOrpa(puuecKoro CoaepKaHusl.

Kpome TOro, B cetm HEpENKO BCTPEYAIOTCS JIOJH, KOTOPBIE MBITAIOTCSA C IMOMOIIBIO
HNHTepHeTa BCTynaTh B KOHTAaKT C AETBMH, IIPECIEAYs ONACHBIE WM MPOTHUBOIIPABHBIC IS
pebeHKa 1eau. 3JI0YMBIIUIEHHUKH HMCHOJb3YIOT 3TH KaHAJbl NIl TOrO, YTOOBI 3aCTaBUTh
JeTel BbIAATh JUYHYIO HWH(OpMaLMIO, BOBJIEYb HECOBEPIICHHOJETHUX B COBEPIICHHUE
ACOLMAJIbHBIX U MPECTYITHBIX ACHCTBHM.

Mepbl NPpEAOCTOPOKHOCTH UM YTO HYKHO IOMHUTDH POAUTECIAM:

- 4TO0BI MpeaoCcTepeyb pedeHKa OT HEraTUBHOTO Bo3/eicTBUA MHTepHETa, 00BsICHUTE
JETSIM TIPUHITUT paboThl ceTr. HayunTte pebeHKa moyib30BaThCs MOUCKOM B ceTu «HTepHeTY.
[Tokaxkute, Kak MCHOJIb30BAaTh PA3JUYHBIE TOMCKOBBIE CUCTEMBI, B TOM YHUCJE AETCKHE, AJIS
OCYIIIECTBJICHUS TIOMCKA MTO3HABATEILHOMN U pa3BUBAIOIICH /17151 peOeHKa HHPOpMAIIHH;

- peOEHOK JOJDKEH IMOHMMaTh M TMOMHUThL: HaxokjaeHue B MHTepHeTe BO MHOTOM
HallOMUHAeT MnpeOblBaHME B OOWIECTBEHHOM MecTe. OMacHOCTH, TMOJICTEPEraroiye
MOJIb30BATENs, CXOKU C PUCKOM, BO3HHUKAIOIIUM MPHU OOIICHUU C YYKHUMHU JTHOJbMHU. Eciu
JI€TH JTMYHO HE 3HAIOT YEJIOBEKa, C KOTOPHIM OOIIAIOTCS B CETH, 3TO PABHOCUIIBHO OOILEHHUIO
C HE3HAKOMIIEM B peajibHOM JKM3HU, UTO 3aIPEIICHO;

- OyabTe BcCerja OCBEJOMJICHBI O TOM, 4eM 3aHuMaroTcs Bamm netu B MHTepHeTe.
[Tonmpocute ux Hayuuth Bac moiap30BaThCA pa3IMUHBIMU MPUIIOKEHUIMH, KOTOpbIMU Bbl HE
nojap3oBaMCh paHee. Ilocemainite HMuTepHer BMecte ¢ aerbmu. lloompsiite neren
paccka3piBaTh BaM 00 ycrexax v Heyaadax B MPOIecce OCBOCHUS CETH;

- TIOMOTUTE JETSIM IMOHATh, YTO HE CcleayeT pa3Mmemarts B HHTepHETe JHYHYIO
uHpopmaruio o0 cedbe M CBOCH CeMbe: TMOJHBIE AHKETHBIE JaHHBIE (CBOM JIMOO CBOMX
HECOBEPIICHHOJETHUX Jpy3€il), HOMEp MOOUIBHOTO TenedoHa, JOMAIIHUNA aapec, HOMEp
IIIKOJIBI, MECTO Pa0OThI POAUTENCH, OOy NPYrylo JHYHYIO WHOOPMAIUIO, a TaKKe
JIeMOHCTpUpoBaTh (hoTorpaduu (cBou U ceMbH). OOBSICHUTE, UTO JTHOOON YETOBEK MOXKET 3TO
YBUJIETh U UCIIOJIb30BaTh B CBOUX IIEJISX, 3a4aCTyIO MPOTUBOIIPABHBIX U aMOPaIbHBIX;

- ecniu Bam pebGeHok mnonydyaeT cnam (HEXeNaTeIbHYI JJIEKTPOHHYIO TMOYTY),
0OBSICHUTE, YTO HE HYKHO BEpUTh HANIMCAHHOMY B TaKMX MUCbMaxX W HU B KOEM Clly4yae He
CJIelyeT OTBEYaTh HA HUX;



- peOEHOK JOKEH 3HaTh, UTO HENb3S OTKPBIBATH (Paillibl, MPUCIAHHBIE HE3HAKOMBIMU
JIOAbMH, TIOCKOJBKY OHHM MOTYT COJEpKaTh BHUPYChl HIM (POTO-, BUACOMATEPUAIIBI
HEIPUCTOMHOIO WJIM arpecCMBHOIO cojepkaHud. JlaiiTe MOHATh peOEHKY, YTO HEKOTOpHIE
moan B VIHTepHETe MOTYT TOBOpPUTH HEMpaBAy U ObITh HE TEMH, 32 KOTo ceOs BBIIAIOT.
Hayuute pebeHka mpoBepsTh BCe TO, YTO OH BUAUT U yuTaeT B IHTEepHETE;

- pacckaxute peOeHKy, 4yTo B HTepHeTe BCTpeHaroTCs M «XOPOILINE», U «ILTOXHUE»
moau. OObACHUTE, NTOUYEMY HE CTOUT A00aBIATH «B APY3bsS» HE3HAKOMBIX JIIOJEH — OHHU
MOTYT OBITh HE TEMH, 3a KOro ceds BolaatoT. [Ipeaynpenure pedeHka, 4TOObl OH HU B KOEM
Cllydae He corJlalajcs Ha BCTpeud ¢ VIHTepHeT-He3HAKOMIaMU B PEAJIbHOM JKU3HU, NPEKIC
YeM HE IOCTaBUT B M3BECTHOCTh Bac wim Onu3kux poicTBeHHHMKOB. [locoBetyiiTe emy
oOuiarbest B IHTEpHETE TOJIBKO C TEMH, C KEM OH JINYHO 3HAKOM;

- IPEeNOoCTEperuTe OT CKauWBaHMsA IUJIATHOM MHQPOpManuu, OCOOEHHO 4Yepes
cMmc-cooOuieHus. OObACHUTE, MTOYEMY HE CTOMT OOpallaTh BHUMAHHS Ha SIpKUE OaHHEPHI
C COOOIIECHUSIMH O BBIMTPHIIIAX WK MPU3aX;

- TOCTOSTHHO OOHIaiiTeCh CO CBOMMHM JI€TbMH, PAcCCKa3blBaliT€ W COBETYWTE, Kak
IIPABWJIBHO MOCTYNIATh U PEarupoBaTh HA JIEUCTBUS APYTUX JroJen B IHTEpHETE;

- HAy4YUTe JETEW MPaBUIBHO PEarupoBaTh, €CIU UX KTO-TO OOHIEN B CETH, WIH OHU
MOJIYYWJIN/HATOJKHYJINCh HA AarpecCUBHBIM KOHTEHT, a Takxke JIIoOyl0 aMOpalbHYIO
uHpopmanuto. Pacckaxute, Ky/ia B MOA0OHOM CIIy4ae OHU MOTYT OOpaTUThCS;

- yboenuTech, 4TO Ha KOMIIbIOTEPE, KOTOPBIM MOJIb3YIOTCA Bamm netu, ycTaHOBIIEHBI
Y TIPaBUJILHO HACTPOEHBI CpesicTBA (QUIbTPALIUH.

PoauTeJbCKHii KOHTPOJIb — OTO OrPaHMYCHUE [OCTyNa JeTed U MOAPOCTKOB
K HeXeNaTrelbHbIM caiitam B MuTepHere. PonuTenbCckuii KOHTPOJb MOMKET HE TOJIBKO
OJIOKMpPOBATH JOCTYN K TaKUM caiiTam, HO U OTpaHWYMBATH UCIOJIb30BaHUE MHTepHeTa 1o
BPEMEHU CYTOK, JHAM HENIENW WIM JJIUTeNbHOCTH ceaHca. CyliecTByeT MHOMKECTBO
mporpaMM ©  (HIBTPOB, CcpeaW HUX: aHTHBUPYC Kacmepckoro ¢ BO3MOXXHOCTSIMH
poauTtenbckoro koutposs — «Kaspersky Internet Security», nporpamma-punstp «NetPolicey,
nporpamma-buiasTp «UHTepHeT LleH3op», denepanbHas mporpaMma JETCKOTO WHTEpPHETa
«l"oryne» u gpyrue;

- TPUYYUTE JETEH, YTO OHU JOJDKHBI MOCEHATh TOJIBKO T€ CaWThl, KOTOPbIE BbI
paspemuiii, TO €CTh CO3JalTe JJii HUX TaK Ha3bIBaGMbIM «OEJblil» CIHUCOK CalWTOB B
HNHTepHETE C MOMOIIBIO CPENCTB POAUTEITHLCKOTO KOHTPOJIS;

- Hay4yuTe Balero peOCeHKa YBaXEHHUIO M OTHKETy B TPOIECCE IMOJb30BaHUS
HNurepuerom. Ilompocure pebGeHka HE TPOBOIUMPOBATH KOH(IMKTHBIC CHUTYallMH M
OTHOCUTBHCS K JAPYTHM IOJIH30BATEISAM TaK K€, KaK OH XOTeJ Obl, YTOOBI OTHOCUITUCH K HEMY
camomy. OOBsACHHTE, YTO HH TP KaKUX OOCTOSTENIHCTBAX HE CTOUT pa3MeNIaTh
MIPOBOKAITMOHHBINA MaTEepUaI M HE PACIIPOCTPAHSATH 0 Ybe-TN00 MpochOe MHPOPMAITMOHHEIE
1 arpecCUBHO-HACTPOCHHBIE cooOieHus. Mudopmanus, BeiioxkeHHas B IHTEpHET, JOCTyITHA
BCEM U MOXKET OBITh UCIIOJIb30BaHa B JIFOOBIX, B TOM YHCJIC, MOIICHHUYECKUX IIEIISIX.

Pacckaskure nersim npapuia d6esonacHoro Uurepuera:

- HAKOMY M HHKOIJAa He pasriamaid cBou mnapoiud. OHU — TBOM TJIaBHBIA CEKpET.
[Ipunymaii CBOM YHUKAQJIBHBIM Mapojib, O KOTOPOM HHUKTO HE CMOXKET Joragatbcs. He



3amuchiBail maponu Ha OymMakkaX, HE XpaHU UX B OTKpBITOM jaocTyrne. He oTmpasmsii cBou
[IapOJIM 10 3JIEKTPOHHOU MOYTE;

- IIPY PErUCTPALMM Ha CaliTaX U B COLMAIBbHBIX CETSAX CTapailcsi HE yKa3blBaTh JUUHYIO
uHpopMalrio (CBoM (aMUINIO, UMsI OTYECTBO, HOMEp TenedoHa, afpec MecTa KUTEIbCTBA,
IIKOJIbI, MECTO pabOTHI POJUTENICH U APYTroe) — OHA MOXKET OBITh JOCTYITHA BCEM, JIaXe TEM,
KOT'O ThI HE 3HACUIb;

- IOMHH, 4TO (oTorpadusi, pazMmeileHHas B UHTepHeTe JocTymHa JIsl TPOCMOTpPa BCEM.
Crapaiics He pa3memarh (OTO, HA KOTOPBIX U300pakeHa TBOSI CEMbsI, IITKOJIA, JOM U JIpyTue
JIMYHBIE TAHHBIE;

- HE BCTPEYAICS C TEMH, C KEM Thl 3HAKOMUILbCS JIUIIb B IHTEpHETE;

- IOMHHU, YTO MHOTHE JIIOJIM PaccKa3bIBaloT 0 cebe B IHTepHeTe HelpaBy, B TOM YUCIIe
CBEJICHUS O BO3pACTE U IMOJIOBOM MPUHAMJICKHOCTH;

- B MlHTepHETE M COLMAIBHBIX CETSAX CTapaiics oOHIaThCs TOJBKO C TEMH, C K€M Tbl
JTU4HO 3HaKoM. [lorymaii u mocoBeTyics ¢ pOIUTENSIMH, IPEKIE YeM JOOABUTh HE3HAKOMOT'O
YeJI0BEKa K ce0e B CIIUCOK «JIpYy3€iiy;

- HE WUCIMOJB3yH BeO-KamMepy IMpu OOLIEHUH C HE3HAKOMBIMU JIIOJbMH, MOMHU O
HEO0OXOAMMOCTH COXPAHATh JUCTAHIUIO C HE3HAKOMIIAMU;

- yBakall cobeceqnukoB B MHTepHeTe. Hukorna u HU mpu Kakux OOCTOSITEILCTBAX HE
yrpokal JpyruMm, HE pa3Mellail arpecCUBHbIA M MPOBOKAIMOHHBIA MaTepual. bynb
npyxentooe. He rpy0u;

- He BCTyNail B HE3HAKOMbIE COOOILECTBA U HE paclpocTpaHsil mo 4en-nmudbo mnpocbde
MH($OpPMallMOHHbIE, IPOBOKAIIMOHHBIE U arpECCUBHO-HACTPOEHHbIE MaTepUaibl U COOOLICHMS;

- HE BCE, YTO Thl MOYKEIIb MPOYECTh WM YBUJETh B UHTEpPHETE — npaBaa. He neHucs u
nepenpoBepsAid UHPOPMaIMIO B JPYTUX OUCKOBBIX CUCTEMAX WU CIIPOCH Y POJUTEINEH;

- [IOMHH, YTO CYLIECTBYIOT CAalThl, HENPEAHA3HAUYEHHBIE IS I€TEH, HE 3aX0/I1 Ha CAUTHI
«J1s TeX, KTO crapuie 18 yer», Ha HENPWINYHbIE U arpECCUBHO HAaCTPOEHHBIE cailTel. Ecin
Thl TONAJl Ha TaKOW CalT MO CChUIKE, 3aKpod CBOMl Opaysep, HCMOIb3YS KIaBUIIH
“ctrltalt+delete™;

- paccKaXxu BCE, YTO Tbl yBUJEJ, BBIYYMJI WJIM Y3HaJl HOBOrO B3pociomy. [loBepsii
CBOUM POJUTENSIM, MOCKOJBKY TOJBKO OHU CMOTYT IIOMOYb B TPYJHOUM CUTyalluu;

- HUKOI'/Ia HE yKa3bIBail CBOM HOMep TenedoHa WU JIEKTPOHHBIN aJipec, He OTIpaBiIsai
C HEro cMc-cooOllleHHs Ha He3Hakomble HoMepa B HMutephere. Eciam Tebe mnpwuiio
COOOILIEHUE C HE3HAKOMOT'O a/Ipeca, €ro Jy4llle He OTKPbIBaTh;

- ecni Te0e MOKa3aJioCh, YTO TBOU JPY3bs OTIPABIISIOT TEOE «CTPAaHHYI0» UH(GOPMAIIHIO
WJIM TIPOTPAMMBI, TIEPECIIPOCH Y HUX, OTIPABIISIIN JIM OHM Tebe Kakue-nmubo ¢aiibl. MHoraa
MOIIIEHHUKNA MOTYT JI€WCTBOBATh OT MMEHM YYXKHUX JIFOJEH, B TOM YHCIE TBOUX APY3€H H
POJICTBEHHUKOB;

- €CJIM Thl Xouellb KynuTh B MHTepHeTe kakylo-nu0o yCIyry Wid urpy, oopaTuch K
B3pocaomy. OH ToJickakeT Te0e, Kak n30eKaTh MOIIEHHUYECTRA,;

- He 3arpyskail (pailsipl, mporpaMMbl WM MY3bIKY 0€3 COrJiacus B3pOCIbIX — OHH MOTYT
coliepKaTh BUPYCHI M MPUUYUHSAT BPEJ KOMIIBIOTEPY.

Yro nenarp, eciid pedeHOK BCe Ke CTOJNKHYJICH ¢ KAKUHMHU-JIN00 pUCKAMHU

VYcTaHOBUTE TOJOXKUTENbHBIA 3MOLUMOHANBHBIA KOHTAaKT C PEOEHKOM, pPAaCIOIOKUTE
€ro K pasroBopy O TOM, YTO CIy4MJIOCh. Pacckaxure, 4To Bbl OOECIIOKOEHBI T€M, UTO C HUM



npoucxoauT. PeOeHOK nokeH BaM JOBEpsATh M 3HAaTh, YTO BBl XOTHUTE pPa300paTbcs
B CUTYalld U TIOMOYb €My, a HE HaKa3aTh.

[TocrapaiiTecb BHUMATENIbHO BBICIYIIATh paccka3 peOeHKa O MPOU3OIIEIIIEM, YTOOBI
MOHSTHh HACKOJIBKO CEPHE3HO CIYYUBIIEECS MOTJIO MOBIHUATH HAa HETO.

Ecniu peGeHok paccTpoeH YeM-TO YBHJEHHBIM (HampuMep, KTO-TO B3JIOMall €ro
npoduiab B COLMATBHOW CETH) WM MONAT B HENPHUATHYIO CUTYAIUIO (TMOTPATHI Balld WIH
CBOM JICHBI'M B pE3yJibTaTe HWHTEPHET-MOUICHHUYECTBA W Ipouee) — IMOCTapalTech €ro
YCHOKOUTh. BMecTe ¢ HUM pa30epuTech B CUTYallUU: YTO MPUBEIO K JTAHHOMY PE3yJbTary,
KaKue HEBEpPHBIE JCHCTBUS COBEPIIMII caM PEOCHOK, a TJIe Bbl HE pPacCKa3aid eMy O MpaBujax
oe3onacHoctn B MuTepHere. [IpoBenure «paboTy Haj omMOKaMU» U OOBSICHUTE PEOCHKY,
Kak o0e30macuTh ce0s OT HeraTuBHBIX (akTopoB MHTEpHeTA.

Ecnu cutyanust cBs3aHa ¢ HacuiaueM B VIHTepHeTe MO OTHOIIEHHIO K pPeOEHKY,
TO HEOOXOAMMO  BBISICHUTH HHPOpManui0 00 arpeccope, BBISICHUTh HCTOPHUIO
B3aMMOOTHOIICHUI peOeHKa M arpeccopa, BBIICHUTH CYIIECTBYET M JOTOBOPEHHOCTb
0 BCTpEYE B peaNbHOM JKU3HU; Y3HATHh ObUIM JIM TaKWE BCTPEYH U YTO M3BECTHO arpeccopy
0 peOeHke (peasibHOE MM, hamMuiIus, aapec, TelePoH, HOMEP IMIKOJBI U TOMY MOJI00HOE),
KECTKO HacTaWBaliTe Ha M30ETaHWM BCTpEeU C HE3HAKOMIIaMH, 0COOCHHO 0e3 CBHIETEINEH,
POBEPHTE BCE HOBBIE KOHTAKTHI peOCHKA 3a MOCIeIHEE BPEMS.

CobGepute Haubosiee MOJHYIO HUH(POPMAIUIO O MPOUCIIECTBUM KaK CO CJIOB peOCHKa,

TaKk W C TOMONIbI0O TEXHUYECKUX CPEACTB: 3alUTe HA CTpaHUIBl caiiTa, rne ObuT Balll
peOEHOK, MOCMOTPUTE CIHCOK €ro Jpy3eil, mpourute coobmieHus. [Ipum HeoOxomumocTu
CKOMUPYWUTE U COXpPAHUTE ITY MH(DOPMAIUIO — B JATBHEHIIIEM 3TO MOKET BaM MPUTOIUTHCS
(Hanpumep, A1 0OpaleHus B IPAaBOOXPAHUTEIbHBIE OPTaHbI).
Eciu Bbl HE yBEpeHbI B OLIEHKE CEPbE3HOCTH IMPOU3OLUEALIEIO C BallMM PEOEHKOM, WM
OH HEJIOCTATOYHO OTKPOBEHEH (HE TOTOB U/ITH HA KOHTAKT), WJIK Bbl HE 3HAETE KaK IMOCTYNHTh
B JIaHHOW CcHUTyalluu — oOpaTuTech K crenuanuctaMm (TenedoH IOBEpHs, Topsdas JIMHUS
u Jpyroe). Bam manyt pekomMeHAaluu O TOM, KyJa U B Kakod (opme oOpaTUThCs, €CiH
TpeOyeTcsi  BMENIATEIhCTBO  JIPYIMX  CIOYy)KO W OpraHm3aiuii, B TOM  4YHUCIE
MPaBOOXPAHUTEIBHBIX OPTAHOB.

- O6guTenbHbl online!




